GOVER FEATOURE

Fowward A, Lee

[niversiey of Califora, Berkeley

For concurrent programming to become mainstream, we must discard threadsas a

programming model. Nondeterminism should be judiciously and carefully introduced

where needed, and it should be explicit in programs.

oneurrent progroming i difhenle,! yer many

technolagists predicr the end of Moore®s low

will he answered with inereasingly parallel

conmmputer architeclures—multicore or chip

mulriprocessars {CMPsL [ we hope to achieve
continued performance gains, programs must be able to
exploit this parallelism,

Auromaric exploitation of parallelism in sequenrial
programs, Lhrough either computer architecture tech
nigues such as dynamic dispach or avtomate paral-
lelization of sequenrial pragrames* offers ane possible
technical soluticn. However, many rescarchers agree that
these automatic rechnigues have been poshad s their
limits ane can ¢xploit only modest parallelism, Thus,
Progralls themselves must become more concurrent,

Understanding why comeurrent programming is so dit-
ficule can help us salve the problem. The physical waorld
is highlv concurrent, and our very survival depends on
vmrahility to reason aboot comcurrent physical dynam-
ics, This reasoning doesn’ extend to concurrent pro-
pracms because we have chiosen abstractions that do net
even vapnely resemble che phvsical worlid’s concurrenoy
Wi have hecome so used to these computational abstrac-
Licis thal we have Torgotten they are not immucable,
The difficulry of concurrent programmings 15 a consc-

quence of these absrractions, and if we can let go of
thi, the probilen will be lixable,

THREADS
In general-purpose soltware cngineering pracuice, we
have reached a poinr where one approach o concurrent
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programioing domimees ol orthers—namaely, rhreads,
sequential processes thar share memory, They represent
a kev concwrrency model supported by modern com
pulers, progranuning languages, wnd operating systeims.,
Many general-purpose parallel archirectures in use
today—such as svmmerric multprocessors —are direct
hardware realizanions of the thread absoraciom,

Some applications can use threads very effectively—
for example, so called embarrassingly parallel applica
Liems that essentially spawn multiple independent
processes such as huild rools (MM gmake) or Web
servers, Given these applications” independence, pro
gramming s relativily vasy and the abstraction heing
used is move like processes than threads, Where such
applications do share data, they do so theough datalase
abstractions, which manage conenrrency throngh soch
mechanisms as transactions. However, client-side appli-
cations are Not s 50m I."‘]E'.

Threads are not cha only possibility for cononrrent
programming. [n scientific computing, where perfor-
manee reguirements have long demanded concureent
programming, dara-parallel langnage extensions and
message-passing libraries—such as PYM, MPL and
OpenMP—dominate vver threads for concurrent pro-
gramming. Compurer archirectores inrended for seien-
tific computing often differ siznificancly from so called
peneral-purpose architectures, They commonly support
vectots and srreams in hardware, for example. Fowever,
even in this domain, concurrent programs remain
tedious to write, Cand Fortran dominate, despite o long
histary of much hetrer data-parallel languages,
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Nnndetermlmsmand Threads

me z fundarnr.-:nml perspective, thmads are sericusly
e ﬂ:r--.i‘ed asa mmpumlon mﬂdel To wit,

_ LafN = {0,1,2,. 3 répra:-efﬂ. the natural numbers and
- B={0,1} be the ser of blnar‘y digies. Ler B be the set of all
- fnite sequences of bits,and i = (N — B) he the set af all
mﬂnrw sequences of bits, each of which is a function l:h‘it
m;aps Winto B Further lat B50 = B L) B which we will use
| o represent the state DI acomputing machine, its paten-
- rhally infinire INpULS,: and its potentially infinite outputs. Finally,
e dc‘note the set of all par tial funetions with domam and
: mdon'ram B'i“‘“ Partial functions are functions that may or
e ma}f not be defined on gach elcrncﬂt of their domain,
ﬁn’lmperﬂtlm mac hlcne {#.c) iz a finite set A of amnrm.
i actions and a control ﬁ.mr:uon ciB* — N The set A represents.
the ammtr;acrluns,t}rpacaﬁ}r :nstructlbna,wf the machine: the
funftlon i pl‘eserﬁ:s how Instrictions are sequenced. Ve
assume - that A ccmﬁu:s ﬂne I'|ah: msl:ructh:m B Awith the
Pmrfertr that .

":f b t:B»*"‘ H]:I:} b

Thaf. is, t.h:‘: tl‘;dt 1hstruct|on leaves the srare unchang&d
A sequanaai pfugmm ﬂf IF.ngL’h m & Nis 4 fJ.lrrctil::n
p Mie A Wher\& i ;

- ]i!’ J."r = r'ri'.'f.:'{{lfl'-E h
Tha: is, A sqquenual pmgram is 4 finire sequehce of INsTrucs
rions tailed by an infinite sequence of halt instructions. The
seta’} all sequmtnl pmg'amzf which we denuae Pisa ccunt—
al:ri:.e ||1f'n|t.-: et o i
A Execut!‘qn of this pmgl arm is a rhrem:i It béglhs wlrh an
: ‘. o initial by & B which represents the initial state of the ;
machine and the potentially infinite | input,and forall n C N,
—pldbied (1)
HEPE c{b } prc:'.rfdes the mdex,mto thii pl'ﬂgmm p for the
- Rest instr yetian plefh }}.That |nstr'uc.t|c:|n iz applied to the state
b to et the next state b, If for any nEN, efh,} = m,then
p{f{bu}j h,arld the prograrm halts in state b, and the state.
hencefarth never chfanger. If for all initial states b, = Bapro-
 gamp halts. then p defines a- rotal function in O.If a program p
halts 'Fons-:ame bﬂl"._ B then i defines a parLlal fancticn in €
- We N, gel: to the core appeal that sequentlal Prograrms

[n distributied computing, threads are often not a prac-
Heal absrracrion hecanse creating the illusion of shared
memory often costs too much, Fven so, we havi gone o
comsiderable lengths 1o create distributed compuring
mechanisms char emulare moolothreaded programming,

m Comantar

have. Given a program and an initial state, the sequence given

Ly qu.ia_tlon I is defined. If the sequence halrs, then the
* funcrien computed by the program is defined. Any two

programs pand (i ean be compared and be found equivalent
if they compute the same partial function; That is, they are

“equivalent ifﬂl_e;r halt for thesame initial states, and forsuch

initial stares their final state iz the same. Such a theory of
equivalence is essential foir aﬁy useful farmalism, In this
claszical theory, programs that do not halt are all equivalent
this creates seriols prablems whean applying the theory of
canpputation to embedded software where useful progl AME
do not hale

We lose these essential and appealing properties of pro-
grarms when multiple threads are composed. Consider rwo

multithreaded programs, &, and f, that execute concur-

rettly: In this case; we replace Equation | with the following
b = pleib )b ) where i< (1. 2] (2)

- At each step o, either program can provide the next
aromic action. Consider now whether we have a useful

theory of aquivalence  Thar is, given a pair of multithreaded
programs (i, py) and ancther pair (' p'q), when are these

twa pairs equivalent! A reasonable extension of the basic
theory defines them ta be equivalant if all interleavings halt
for the same initial state and yield the same final state. The

“enormous number of possible interleavings makes it
extremely difficuls to reason abour such equivalence except

in trivial cases where, for example, the state B#* is parti-
tlaned sa thar the two programs are unaffected by each
other's partition.

Even worse, given twao programs p and p' that are equiva-
lent when execured according to Equation 1,if they execute
in a.lﬂultithrﬂ_nﬁed erviranment we can ne lenger conclude
they are equivalentyye must know about all other threads
that might execure—something that may noc itself be well-
defined—and we would have to analyze all possible intar-
leavings.\Ye conclude that no useful theory of equivalence

- can be applied to threads.

The core dbstractian of computation given by Equation |,

an Whar_h all whdel;r used programming languages are built,

emphasizes darerministic composition of determimstic
components Both the actions and thelr sequential composi-
tion are deterministic. Sequental execution is, semantically,
function composition—a neat, simpla model where deter-
rmiAistic componcnts compose inta detarministic resulrs.

CORBA and NET, tor example, are rooted in distnb
ured abject-nriented techniques, where sotrware can-
ponents mteract with proxes that behave as if thev were
lowal ehjeces with sharcd memory, Qlbject orientation’s
dara abstraction limirs the extent ro which the illusion



ol shared memory musr he pre-
survid, so such technigues prove rea-
sonahlv cost effective, They make
distributed programming look much
like multithreaded programming,
et this argument is not a resur-
rection of the old shared-memary
versis  mossage-passing  debate.
Message passing can be made as
nondeterministic and difficule o
understanil as threads, Conversely,
shared memory can he nsed in
dererministic and understandable
ways—using  data-parallel  lan-
guages, for example. The argument

here is against the use of nonderer-
ministic mechanisms o achieve
deterministic aims.,

Fmbedded computing also explois concurrency maod-
¢ls other than threads. Programmable ISP architectures
are often VLIW machines. Video signal processors often
combine SIMDE with VLIW and stream processing.
Merwork processors provide exphicit hardware support
for streaming dara. However, despite considerable inno-
vative research, in practice, programming models for
these domaing remain primitive. Designers write low-
level assembly code thar exploirs specific hardware fea-
tures, combining this code with © code only where
performance is noncritical.

For many embedded applications, reliabilicy and pre-
ihictability are far more important than expressiveness
ar perfarmance. We can argue that this should he rrue
in general-purpose computing, but that's a side argu
ment, 1 centend that achieving veliability and pre-
dictability nsing threads is essentially impossible for
many applications.

THREADS A5 COMPUTATION

From a fundamental perspecrive. threads are seriously
Hlawewd as a computation model becanse they are wildly
nondeterministic.  as  the “Mondeterminism  and
Threads” sidebar describes. The programmer’s job s to
prune away that nondeterminism. We have developed
tools te assist in the pruning: Semaphores, monicors,
and more modern overlays on threads offer the pro
(IPATTITNOT Qv UT 11le elfective pranmg. Rur [C‘-1'11H1IT1LT, awild
mass af brambles rarely viclds a satslactory hedge.

To offer another analogy. a folk definition of insan
ity is to do the same thing over and over aprain and
expect the resulrs o be diflerent, By this definition, we
inn fact require that programmers of multithreaded sys-
rems he insanc, Were they sane, they could not under-
stand their programs,

Moreover, implementing a mulrithreaded comprula-
tion madel is ditficull. Witness, for cxample, the suh-
tleties with the Java momory model, where even

Figure 1. A Java implerentation of the observer pattern, valid for one threed.

astonishingly trivial programs produce considerable
debate about their possible behaviors.!

Wi st wnd can build concurrent compuration mad-
els that are far more deterministic, and we must judi-
ciously and carefully introduce nondeterminism where
necded. Nondeterminism should be explicitly added ro
prosrams, and only where needed, as it is in sequential
programming, Threads rake the opposite approach.
They make programs absurdly nondeterministic and vely
on programming srvle to constrain that nondetermin
ism to achieve deterministic aims.

HOWBADISIT IN PRACTICE?
lin practice, many progeammers roday write mulli-
threaded programs that work, This appears to be a con-
tradiction, hur programmars can cmploy tools that
prune away much of the nondererminizm.
Object-oriented programming, for example, limirs the
visihility thar certain portions of a program have into
portions of the stare. This effecrively partitions the state
space into disjoint sections. Where programs do operare
on shared portions of this st space, semaphores,
mutual-exclusion locks, and monitars (ohjects with
murially exclusive methods) provide mechanisms thar
PLOSTLTIS CAn TESE TO DTN AWLY I ol the nondeter-
minism. But in practice, these rechnigues yield under-
stanclable programs only for very simple interactions,
Consider the ohserver partern,® a very simple and
wiclely used design pattern. Tigure | shows a Java imple-
mentation valid for a single thread, This shows two
methods from a class where an invocation of the
seWaluet) method triggers notificarion of the new value
v calling the valueChanged|) method of any objects
that have been registered hy a call to addListenerih
The code tn Figure 1is not thread safe, however, Thar
15, if multiple threads can o call setValueld or
addListener(}, the listeners list conld he modificd while
the iterator is ilerating through the list, triggering an
exception that will likely terminate the program,
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side of the synchronieed
block to aveid deadlock,

This code is stll not cor
recr, however. Suppose twi
threads call setValuel). Cne
will woet the value last, leaving
that value in the ohjecr. Bur
listeners might be notified of
value changes in Lthe opposite
arder and will conclude that
the final walue of the
ValneHaolder object s the
WIONE One.

This patiern can be made
rivwork robustly 1n Java, Yoo
even this very simple and
commeonly used design pat-
tern has reguived some rather
intricate thinking about pos-
sible ilerleavings,

1 speenlate that mest mul-
tithteaded programs have
such bugs. 1 speculate further
thar che bupgs have et
proved to be major handi-

Figure 2. A Java implementation of the observer pattern that attempts fo be thread safe.

The simplest solution adds the Java keyword svo-
chrontscd Lo each of the setValue() and addLisrener()
method definiions, The svnchronized kevword in Java
unplements mutual exclusion, turning instances of this
ValueHolder class inde monitors and preventng any two
threads from being in these methods simultaneously.
When the program calls a synchronized methad, the call-
ing thread attempts w acguire an exclusive lock on the
abject. If any other thread holds that lock, the calling
thread stalls until the lock releases,

Hevwerver, thisselution is wrwise because it can lead o
deadlocle. In parricularn, snppose we have an inslance
ol WalueHolder and an mstance & of another class thar
implements the Listener interface. That other class can
do anvthing in its valneChanged(] method, including
acquining a lock on another manitor, it sralls in acquir-
inge that lock, it will continue to hold the lock on this
valuel [older objecr while sralled. Meanwhile, whatever
thread holds the locl: it s trying to acquire mighr eall
addListener() on . Both threads are now blocked with
1o hope of becoming unblockad. This sort ol potential
deadlocl lurks in many programs thar use monitors.

Already, this rather simple design pattern 1s proving
difficult ro implement correctly. Consider the improved
implernentation shown in Frgure 2, While holding a lock,
the servalued] methad copies the listeners list, Since the
addListeners]) method is synchronized, this avouls the
coneurrent modification exception that mighe occur wirh
the cade in Figure 1. Further, i calls valueChanged() out-

m Crmpiiar

caps vnly because wday’s
archirectures and operaring
systems deliver modest parallelism.

This cosst ofF comtest swilching is high, so only a tiny
percentaze of the possible interleavings of chread instrue-
Lions ever veeur in practce. | conjecture that mast mul-
rithreaded general-purpose applications are so tull of
concurrency bugs that—as muldicore architeorores
become commonplace these bugs wall begin to show
up as systom failures,

This paints a bleak scenarie for computer vendors:
Their next generation machines will become widely
known as the anes on which many programs crash,

'I'hese same computer vendars advocare more muli-
threaded programming Lo provide the concurrency that
can explair the parallelism they would fike Lo sell us.
Intel, for example, has embarked onan active campaign
ter ziel leading compurer science academic programs (o
put more cmphasis on multithreaded progeamming. 1f
they succeed, and programmers make meore intensive
vse b muliichreading, the next generation of comput-
ers will become nearly unusable.

FIXING THREADS BY MORE
AGGRESSIVE PRUNING

Several approaches to solving this concurrency proh-
lem sharea common (eature, Specifically, they preserve
the essential thread maodel of compatation for pro-
granuners, but provide them with more aggressive mech-
anisms for pruning ils cnormoeusly nondeterministic
behavior.



Software engineering processas

Becter software engineering processes provide the firse
technigue. While cssential lor relialile muluichreaded
programs, these processes are not sufficient,

An anecdote from the Prolemy Project is telling. In
garly 2000, my proup began developing the Prolemy 11
kernel,” a madeling environment supporting concurrent
computation models, An early objective was to permit
mdification of coneurrent programs via a graphical
user interface while those programs
exccuted. The challenge invaolved
ensuring that no thread could ever
see an inconsistent view of the pro-
gram struclture. The stralegy used
Java rhreads with monitors {hreped
prolencecs berkeley.edu).

Part ol the Prolemy Project exper-
iment soughe to determine whether
we could develop effective software
engineering praciices foean academie
research serring, We developed a process thar included a
four-level code maturity rating system (red, vellow, green,
and bBlue), design reviews, code reviews, mghtly buolds,
regression resrs, and auromared code coverage metrics.”
We wrote the kernel portion that ensured a consistent
vivw of the program stroctore inoearly 2000, desipn
reviewed ro vellow, and code reviewed o green, The
reviewers included concurrency experts, not just inex
perenced graduate stadents.

We wrote regression tests thar achieved TN pereent
code coverage, The nightly build and regression tests
ran an a two-processor 83T maching, which exhibired
different thread behavior than the development
machines, which all had a single processor,

The Prolemy 1T system itself became widely uscd, and
every tse of the svatem exercised this code. No prah-
lems were observed until the code deadlocked in April
2004, four vears later

Our relatively rigorous software engineerimg practice
had identilied and lixed many concurrency bugs. But that
a problem as serious as a deadlock conld o anderected
frur four vears despite this practice is alarming. I Tow many
more such problems remain? How long must we test
botore we can b sure tohave discoveresd all such proh-
lerns? Regrettably, Tmust conelude that testmg might never
veveal all the problems in nonteivial multithreaded code.

There are rantalizingly simple rules for avoiding dead-
locl, however. Tor example, alwavs acquire locks in the
same orden? However, this rule is difficult 1o apply
becanse no merthead sipmarore inany widely vsed pro-
gramming language indicares what loclks the method
acguires. We muost examine Lhe seurce code of all meth-
inds called—and all merhods thar those methads call—
tor confidently invalee a method,

Even il we hix this language problem by making locks
part of the methad signarure, this rule makes it extremely

Relatively rigor oft
engineering identified and
fixed many concurrency bugs,

buta problem
adeadlockw

difficult to implement symmetric accesses, where inter
actions can originate rom either end. And no such fix
guts around the extreme ditficuley of reasoning about
menal exclusion Locks, If programmers cannot under-
stand their code, the code will not be reliable.

We might conclude that the problem lies 11 how Java
realizes threads, Perhaps the svnchronized keyword is
net the best pruning ool Indeed, version 5.0 of Java,
introduced in 2003, added several arher mechanisms for
s¥nchromizing threads. 'Lhese mech-
anisms do enrich the programmer’s
toolkit for pruning nondeterminacy.
Bul using mechunisims such ax sem-
apthores still requires considerable
sophisticarion, and the result hkely
will still be incomprehensible pro-

: nﬂéfécted. gramy with subtle Turking hugs.
i Design patterns
Sofrware enpgingering  process

improvements alone will not do the job. Another help
ful approach uses verted design pallerns Lor comcurrent
computaticn . ®* Indeed, these are an enarmous help
when the problem being solved martches one of
the patterns.

However, this approach presents nwo difficulries. First,
implementation of the patterns, even with careful
instructions, is still subtle and lricky, Programemers will
ke errors, and there are no sealable fechniques for
autamatically checking compliance of implementations
b patterns. Second, combining the pacterns can be dif-
ticulr. Beeanse their properties ate not tepically com-
posable, nontrvial programs that require using more
Lhan one patlern are volikely to be understandahle,

Diarabascs are an example of a common use of pat-
terns in concurrent computation, particularly wich the
noetion of ransactions. Transactions suppart specnla-
rive unsynchronized computation on a copy of the data
followed by a commit or abort, A commil occurs when
i e D shwn that ne conflicts have ocenrred.

Transacrions can be supported on distribured hard-
ware, as is common for databases; in software on
shared-memory machmes: on most interestingly, in hard-
ware on shared-memory machines. In the later case, the
technigue meshes well with the cache consislency pro-
Lorcols regquired anysay on thase machines,

Although mransactions eliminate unintended deadlocks,
despite recent extensions for composability,™ they remain
a highly nondeterministic interaction mechanism, They
are well-suited o incrinsically nondetermmate situations,
where for example multiple actors compele nondeter-
mindstically for resources, But chey are poarly suired for
building determinate concurrent interactions,

MapReduce! is o parlicularly interesting use of patterns
inspircd by the higher-order funerions fouad in Lisp and
other functional languages. Google has used this pattern
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for large-scale distributed processing of huge data ses.
Whereas most patterns provide fine-grained shared-dara
structures with synchronization, MapReduce provides a
Framework for the construction of large distribured pro-
grams. The pattern’s parameters are pieces of functional-
ity represented as code rather than as picees of data,

Experts can encapsulate patterns into libraries as with
the concurrent daca structures in Java 3. 4band STAPL in
Ca+, Although chis greatly improves the reliabilive of
implementations, constraining all concurrent inrerac-
tions to ocour vin these libracies
Fequires some programmer disci-
pline. Folding the capabilities of
these libraries inlo laoguages in
which svnrax and semanticy cnforce
these constraints could evenrually
leadl to mosre casily constructed con
CUETLNT PrOgrtims,

Higher-order patterns such as
MapRednee ofter some particularly
interesting challenges and oppormi-
nities for language designers. These
patterns functien at the level of
coordination languages rather than mare rraditional
PrOgTA g, langlmﬂ,es, Mew coordination langunges
compatible with cstablished programming languages,
such as Java and C+, are mare likely to jrain acceprance
Lhan new programming languages that replace estah-
lished ones.

A common compromise extends esrablished pro-
gramming languages with annotations or a few selected
kevwords ro support concurrent computation. This
compromuse admits the reuse of sipnificant portions ot
legacy code when congurrency 1s not an issue, but
requiTes TewrITing to expose concurrency. For example,
Splic-C2 and Cill  —bach C-like lanpuages supporting
multithreading—Follow this strategy,

A related approach combines language extensions
with constraints that limi the expressiveness of esrah-
lished languages Lo gel more consistent and predictable
behaviar, For example, Guava®™ constrains Java so thal
it cannot access unsynchronized ohjects from multiple
threads, It lurther makes explicit the distinetion between
locks that ensure the integrity of read data and locks
that enable safe modification of the dara.

Thewe lanpuape changes prune away considerable non-
determinacy withour sacrificing much pertormance, but
they still have deadlock risk.

Other techniques

Proveises, also called furures, provide another approach
thar purs more emphasis on the avoidance of deadlock, as
seen in the L programming language (wwweeriphes_orgf).
Here, instead ol Blocking access to shared data, programs
proceid with a proxe of the data they cxpect te geteven
tually, using the proxy as if it were the dara irself,

E Computer

Promisas, alsa Eﬁlla_d futures,
provide another approach
that puts more emphasis on

the avoidance of deadlock,
asseen in the
E programming language.

Yot anvther approach leaves the programming lan-
puages and mechanisms for expressing concarrenay
unchanged, mstead introducing formal program analy-
sis to identily potential concurrency bugs in mulli-
threaded programs, This is done, for example, in the
Luntel thread checker and can help considerably by reveal-
ing program behaviors ditficult Tor a human to spol,
Similarly, less formal techniques, snch as performanae
debuggers, can also help, malang it easier for program-
mers to sort throwsh the vast nondelerminacy of pro-
gram behlaviars,

Although promising, applying both
the formal and intormal techniques
stitl requires considerable experrise,
and the rechniques also suffer from
scalalilivy [hmialions,

All these rechniques prune awav
some of the threads” nondeterminacy.
Hovwever, they all still result in non-
determimstic programs. For applica-
tions with intrinsic nondeterminacy,
such aw seevers, concoarrent databuse
ACCesses, O competition for resources,
this 15 appropriate. Bul achieving deterministic aims
through nondeterministic means remains ditficuln,

Achieving deterministic concurrent computation
requires approaching the problem differently. Instead
of starting with a highly nondererministic mechanism
like threads and relving on the programmer to prune
that nondeterminacy, we should start with determinis
tic, composable mechanismys and introduce nondeter-
minisim only where needed.

ALTERNATIVES TO THREADS

Consider again the simple observer parrern shown in
Figures 1and 2, which is not so easy to implement using
threads,

Rendezvous director

Mo, consider Fignre 3, which shows the abserver pat-
Lern implemented in Prolemy [Ps Rendezvaus domain.
The bosx at the upper lelt, kibeled Rewdesions divector,
provides an annacation specifying thar this diagram rep-
resents a U5P like concurrent program, in which each
component, represented by an icon, 15 a process, and
comimunication iz by rendezvous. The eyverem epecifies
the processes themselves using ordinary Java code, so
this frameweork is properly viewed s g courdination lan-
guage, which happens ta have a visual svntax,

Reo' inspired the Prolemy 11 implementation of this
rendervons domain, which includes o Merge block that
specifies a conditional rendezvous. In the diagram, the
Block spocifies that cither of the two Value Prodocers can
rendezvons with hoth rhe Value Consumer and Ohserver,
I'hat 15, two possible three-way rendezvous interacrions
can peeur repeatedly and in nondeterministic order,



Once the cons™ meanings beceme clean, the diagram
expresses the ohserver partern, Fverything about the pro-
gram 15 determumstie except the explicitly nondetermin-
istic interaction speciticd by the Monze block. Were thar
Rlack absent, the program would specify determunistic
interactions between delerministic processes. Deadluck
is provibly absent—in this case, the lack of oveles in che
diagram ensures no deadlock, The multiway rendesvous
ensures that the Value consumer and Observer see new
vialues 1 the saene order The observer patrem hecomes
teivial, as i should be,

PN director

Mow that the trivial programming problem is reuly
trivial, we can start o consicder interesting elaborations,
W can replace che Rendievons diveeror in Figure 3 with
a “PM director™ that realizes the Kahn process networks
(PN maodel of concurrence Tn Lhis moded, cach icen
again represents a process, bur instead of rendezvous-
based mteractions, the processes communicate via mes-
sage passing with conceprually unbounded FIFO queues
and blecking reads.

In the original PN model, the blocking reads ensure
that every network delines a dewerministic compuration.
T this case, the Merpe block explicitly merges streams
nondeterministically. Augmenting the PN model with
such explivit nondeterminism is commuon for embiedded
software applicarions. '

The PN implementation has all the cited advantages
of the implementation in Figure 3, with the added prop-
erty thar the Observer need not keep up with the Value
consumer. Motifications can be queued for later pro-
cussing. [ooa thread-hased implemenranion, we will
unlikely ever ger ro the point of asking such questions
biecause the programmer effort to get any form of the
observer patlorn correct is 5o excessive,

SR director

A third implementation would elahorate on che natre
of the nandeterminism that the nondeterministic merge
represents, Lhe implementation could use Lhe principles
of synchronous languages' e ensore fairmess. In
Prolemy 1L the same madel can be implemented with an
sK{synchronous! reactive) directod, which implemenls
a synchronenys meodel related to Esrerel, SIGNAL, and
Lustre, The last of these has been used suceessfully o
design highly concurrent, salety-critical software for aiv-
cralt-control applications. Using threads for such appli-
carian: would not be wise,

DE director

A fourth implementation would focus on the timing of
nonmwdeterministic events, In Prdemy [T, a similar mosdel
nsing the DE idiserere evenrs) direcror would provide a
timed specification wich rgorous semantics related Lo
that of hardware description languapes such as VHTIL

Walua producer 2 e

=
|

1

Figure 3. Qbserver pattern implemented in a rendervols-based
coordination language with a visual syntax, Two possible
three-way rendezvons interaclions carr occurn, repeatedly and
in norrdeterministic order,

and Verilag and to network modeling frameworls such
as Opnet Modelen

Judicious nondeterminism

In all lour cascs—rendesvous, '™, SR, and DE—we
startee wirh an inreracrion mechanism that was deter
ministic in how it performed the computation, altheugh
in the firse three cases it was not deterministie in the
sense: of rimsingn, These designs judiciously meoroduce non
determmism exactly where needed. This sivle of desipn
differs from the threads stvle, which stares with a wildly
nondererministic interaction mechanism and attempts
to prune away undesired nondeterminisim,

The implementation shown in Figure 3 and the T
versian borh use Java threads. Towever, the program
mer’s model does not use threads. Compared to all the
cechniues deseribed in the previoos sections, tlis s
closest to MapReduce, which has a similar [lavor of
streamung data through computations. But unlike
MuapReduce, it receives soppore from a rigarous coot-
dinarion lanpuage sufficiently expressive to describe o
wide range of interactions. Four distinet coordination
Linguages are mentioned here, with rendesvous, PN,
SIL, and DE semantics,

Phis established siyle of concorreney, inowhich data
flerws through components, has been called *actor-ori-
ented, ™" These architectures can talze many Forms, Unix
pipes resemble PM, although they are more limited in
Lhat chaey iy nest suppore cyclic graphs, Message pass-
ing packages like MPLand OpenM P include Tacilitics
for implementing ressdervons and PR horin g lees eornes
tured comtent that emphasizes expressiveness rather than
determinacy. A naive user of such packages can casily
encounter unexpected nondelerminacy,

Languages such as Frlang make message-passing con-
currency an mtegral part of a general-purpose language.
Languages such as Ada make rendesvous an incegral
i, Funcrional languages and single-assignment lan-
suages also emphasize deterministic computations, but
they are less explicitly concurrent, so canrralling and
expluiting concurrency can be more challenging, Data
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Figrire 4. Twe ways to accomplish deterministic interfeaving
using rendezvous. The upper model wses nandeterministic
mechanisms to accomplish delerministic aims. I contrast, in
the lower madel, well-chosen language primitives engble sim-
ple, direc], delerministic expression of deterministic aims,

patallel lanpguages alse emphasice determinate mlerac-
tions, but require low-level rewrites of sofrware.

Al these approaches ofler pieces of the solunion, Bur
it seems unlikely thar any one will become matnstrean,

CHALLENGES AND OPPORTUNITIES

Threads continue ro dominare the concurrent pro-
gramming landscape despite the existence of alrerna-
rives. Many obsiacles prevent these alternatives from
taking root, probahly the most imporeant baing chat the
very nelion of programming, and the core abstractions
of compurarion, are deeply rooted 1o the sequential par
adigm to which most widely nsed programming lan-
guages adhere, Syntactically, threads provide either a
minar cxtension to these languages, as in |ava, or just an
external liheare Semancieally, they choreoghly disrup
Lhe languages’ essential deternimism.

Reprerrably, programmers scem mare governed by
syntax than semantice. The alternatives ro chreads thar
have taleen Tood, like MPLand Qpenddl, share this same
key fearure. They make no syntactie change to lan
guages. Alternatives thar replace these Tanpmuapes with
entirely new syntax, such as Lrlang or Ada, have not
taken roor, and prohably will not, Fven bingoages wilh
minor syntactic modifications o established langnages,
liles: Spliv-CC o Cilk, remain eanteric.

The message is clear Wi shoold oot replace estals-
lished languages. We should instead build on them.
However building on them using only hibranes 15 unsar

m Comoul

wfactory, Libraries offer livtle strucrure, no parrern
enlorcement, and few composable properties.

Coordination languages

The right answer can be Tound in coordination lan
guages, alsa called composition languages, which intro-
duce new svntax. Vhat syneax, however, serves purposes
vrthegonal o those of established programming lan
WIENES

Whereas a general-purpose concurrent language like
Friang or Ada must inclode syntax for mundane oper-
attong such as arithmetic expressions, a coordinarion
lunguage need noy specily anvthing more than cooerdi-
nation. Given this, the syntax can be noticealsly distingl.

The pragram shosn in Fipore 3 uses a visual synrax o
specify actor-orcnted coordmation. Although here a visual
syntax serves only pedagoeical purposes, concelvably such
visual syntaxes eventually will be made scalable and effee-
Live, a5 certain parts of UML have been for objecr-orented
rraprammming. IF o we can casily envision scalalle es-
tual synraxes thar specify the same srrucrire,

Coordination languages themselves have been around
for a long time.® They toeo have Lailed 1o take oot One
reason for this is char their acceprance amaunts re capir-
ulation on one key front: homogeneny, A prevaitling
nndercurrent in programming langoages rescarch is tha
any worthy programining language muer he peneral pue.
pose, 1t must be, at a mimimum, safficiently expressive
rer cxpress its own compilen. Adheronts o the language
view ag traitors any of their colleagnes sedoeed hy
ancther language,

A kev development, howoever, has broken the e,
UM L—properly viewed as a family of languages, each
with a visual svntax—is routinely combmed wath O
and Java. Programmers have begun accepling e use ol
more than one language, especially when rhe disjoinr
languages provide complementary features. The pro-
gram in Figure 3 follows this spivic in thar it diagram-
matically specifies a large-grained structure quite
trthagemal o line-grained computation,

Caoncurrenoy models with stronper determinism than
threads, such as Kahn process nenworks, CS0 and
datallow, have also been available for some time. Some
have led ro programming langnages, such as Oceumn,
and some have led to domain-specific framewaorks such
av YATLY Mo, hoswever, have principally been used
to build elaborare process calenli, and thes have noet had
much effect on mainstream programiing. 1 believe this
can change i we use these concurrency models to define
conrdination languages rather chan replacement ones.

Coordination language design

Tull of pitfalls, designing good coardination langages
15 no easier than designing good general-purpose lan-
smages. For cxample, progrmimers can casily be trapped
by the false elegance of a sparce secof primitives. In gen-



eral-purpose languages, we know that seven primilives
are suflicient, as in luring machines, but no one hoilds
A serions programming linguage on these.

Figure 4 shows two implementations of a simple con-
current compulalion. In the upper program, an adapra-
von of an example from Farhad Arbal’s work,' the
system determumistically inrerleaves snecessive outpuls
From Dala source 1 oand 2, which appear in alrernaring
arder ar the Display block. This is a quite complex, even
puzzling. wav to provide this rarher simple funerionality,

In comerast, Flioure 4% lower program is easily under-
stood, The Commurarar Block performs a rendeavous
with cach of its inputs 1n top-to-botrom arder and thi
accomplishes e same interleaving, Judicious choice of
language primirives enables simple, dicect, and deter
miinistic expressions of dererministic aims. The npper
mexdel nses nondeternministic mechanisms, albeit more
expressive ones, to aceomplish deferministic aims, mak-
ing it much more obtuse,

Coordination languages must develop scalabilicy and
modularity fearures analogoeus co those m established
languages, Prolemy L, for example, provides a sophisti-
cared, mesdern eype svstem at Lhe CUol'dll'l'.‘Lti{‘.ﬂl-la‘mnggt
level, Moreover, it affers a proliminary form ol inheri-
ance and polymorphism adapted from objecr-oricnred
rechnigues. " A hupe oppeerLunily exists in adapting the
comeept of higherorder fimenions to coordination lan-
suages, which would enable consrruers like MapReduce
ar the coordination-language level.

A more challenging, long-rerm opportunity would
adapt the theory of computation to provide beerer foun-
dations  for  comeurrent  compulations.  Although
researchers have made considerable progress in this
direction, much more must he done, Tn addition o the
seqpuential computation medeled as functions mapping
bar sequences into bit sequences, @ corresponeding con
current model!! that, instead of a function

Folivs = e

igee the “Mondererminisim and Threads” sidebar) sives
CONMCUETENT COMpUration as a tunction

FiT > B**) (T B=*|

with T a partially or totally ordered set of tags, where
the ordering can represent lme, causality, or more
ahstract dependency relations. A computation vicwed in
Llis way maps anevolving bir pattern into an evolving hit
parrern. This basic formulation has been shown to he
adaptable to many concurrent computacion midels,

chieving concurrency in sofrware s difficule
However, much of this difficulty arises from the
abstractions for concurrency we have chosen,

Threads provide che domumant method 0 use today for
pemeral-purpose computing. But nontrivial multithreaded
progtams ate incomprehensible oo hmans, Doesign pat-
terns, better granularity of atomicity, improved lan-
puapes, amd  formal  methods mnprove  the
programming model, These rechniques, however, merely
chip away at the unnecessarily enormeons nondetermin-
ismn of the threading maede], which remains intrinsically
intractable.

Il we expect concurrent programming to become
mainsreeam, and iF we demand reliabilicy and pre-
dictability from programs, we must discard threads as
a programming model, We can constousct concurrent
programming models that are muoch more predictable
and understandable than threads based an a simple prin-
ciple: Deterministic ends should be accomplished with
dererministic means. Nondererminism shoulel b judi-
ciously and carefully introduced where needed, and it
shosnled he explicit in programs. This principle seems
abwiaus, ver threads de not accomplish it They muse b
relegared to the engine room of compuring, o be suf-
Ferad ooly by expert technology providers.

il
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